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Chapter 1:General Design

1.1 Architecture

1.1.1 Communication Diagram

The following diagram shows how (SIP) messages are passed back and forth
among PJSIP components.

Dialog
Hash Table

MODULE

APPLICATION

MODULE

UA Layer
user_agent, dialog

MODULE

R a——

Transaction

Transaction Layer
sip_transaction.c

Hash Table

g

LEGEND:

(=) Message Flow

@—»

Global Timer

ENDPOINT

sip_endoint.c

R

]

Global
I/0 Queue

PARSER
sip_parser.c

I

TRANSPORT MANAGER
sip_transport.c

L 1

g ]

Parser | Parser
Plugin | Plugin

TRANSPORT | | TRANSPORT

(pjsip_transport) (pjsip_transport)
PJILIB I/0 Queue

1.1.2 Class Diagram

Figure 1 Collaboration Diagram

The following diagram shows the “class diagram”.

UA Module
sip_ua.c

Dialog
sip_dialog.c

Dialog
Hash Table TraAnsactlon Module APPLICATION
sip_transaction.c
O T
7777777777777777 Transaction MODULE
sip_transaction.c o
Transaction (g
Hash Table
- ENDPOINT
sip_endoint.c
1 ?1
PARSER TRANSPORT MANAGER
sip_parser.c sip_transport.c

Header
Parser

Parser

ﬁ% {,
n n | TRANSPORT

URI

sip_transport.c

I\

UDP TRANSPORT
sip_transport_udp.c

TCP TRANSPORT
sip_transport_tcp.c

Figure 2 Class Diagram
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Module framework is the main means for distributing SIP messages among
software components in PJSIP application. All software components in PJSIP,
including the transaction layer and dialog layer, are implemented as module.
Without modules, the core stack (pjsip_endpoint and transport) simply wouldn’t

know how to handle SIP messages.

The module framework is based on a simple but yet powerfull interface
abstraction. For incoming messages, the endpoint (pjsip_endpoint) distributes the
message to all modules starting from module with highest priority, until one of
them says that it has processed the message. For outgoing messages, the
endpoint distributes the outgoing messages before they are transmitted to the
wire, to allow modules to put last modification on the message if they wish.

1.2.1 Module Declaration

Module interface is declared in <pjsip/sip_module.h> as follows.

struct pjsip_module

{

pj_str t name;

int id;

int priority;
void *user_data;
int method_cnt;

const pjsip method *methods[8];

pJj_status_t

pj_status_t start) (void) ;
pJj_status_t stop) (void) ;
pj_status t unload) (void) ;

pj_bool t
pj_bool t
pj_status_t
pJj_status_t
void

on_rx_ response) (pjsip_rx_data
on_tx request) (pjsip_tx data
on_tx response) (pjsip_tx data

(*

(*

(*

(*

(*on_rx_request) (pjsip_rx data
(*

(*

(*

(*on_tsx_state)

(pjsip_endpoint *endpt);

(pjsip_transaction *tsx,
pjsip_event *event);

Module name.

Module ID, set by endpt
Priority

User data.

Nb.of supported methods
Array supported methods

//
//
//
//
//
//
//
//
//
//

Called
Called
Called
Called
Called
Called
Called

to load the mod.
to start.

top stop.

before unload
on
on

*rdata) ;
*rdata) ;
*tdata) ;
*tdata) ;

rx request
rx response
on tx request
Called tx request
Called on transaction

state changed

on

Code 1 Module Declaration

All function pointers are optional; if they’re not specified, they’ll be treated as if

they have returned successfully.

The four function pointers load, start, stop, and unload are called by endpoint to
control the module state. The following diagram shows the module’s state

lifetime.

load()

start ()

NULL STATE

unload ()

LOADED

STARTED

stop ()

Figure 3 Module State Diagram

The on_rx_request() and on_rx_response () function pointers are the primary
means for the module to receive SIP messages from endpoint (pjsip_endpt) or
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from other modules. The return value of these callbacks is important. If a callback
has returned non-zero (i.e. true condition), it semantically means that the module
has taken care the message; in this case, the endpoint will stop distributing the
message to other modules.

The on_tx request() and on_tx_response () function pointers are called by
transport manager before a message is transmitted. This gives an opportunity for
some types of modules (e.g. sigcomp, message signing) chance to make last
modification to the message. All modules MUST return PJ_SUCCESS (i.e. zero
status), or otherwise the transmission will be cancelled.

The on_tsx_state () function pointer is used to receive notification every time a
transaction state has changed. It is different from on_rx request() and
on_rx_response () callback because it's only called when transaction state has
actually changed, which means it’s not called for example when transaction
receives 180/Ringing response after 100/Trying response. It also means that this
callback may be called for other nhon-message-arrival related events (e.g.
message transmissions, timer timeout event, or transport error event). More
information about this callback will be described in next section 1.2.5
“Transaction User and State Callback”.

1.2.2 Module Priorities

Module priority specifies the order of which modules are called first to process the
callback. Module with higher priority (i.e. lower priority number) will have their
on_rx_request() and on_rx_response() called first, and on_tx_request() and
on_tx_response() called last.

The values below are the standard to set module priority.

enum pjsip_module_priority

{
PJSIP_MOD_PRIORITY TRANSPORT LAYER
PJSIP_MOD_PRIORITY TSX LAYER
PJSIP_MOD_PRIORITY UA PROXY LAYER
PJSIP_MOD_ PRIORITY APPLICATION

8, // Transport
16, // Transaction layer.
32, // UA or proxy layer

64, // Application has lowest priority.

Code 2 Module Priorities

%} Note: remember that lower priority number means higher priority!

The priority PJSIP_MOD_PRIORITY_TRANSPORT_LAYER is the priority used by
transport manager. This priority currently is only used to control message
transmission, please see 1.2.40utgoing Message Processing by Modules for more
information.

PJSIP_MOD_PRIORITY_TSX_LAYER is the priority used by transaction layer
module. PJSIP_MOD_PRIORITY_UA_PROXY_LAYER is the priority used by UA
layer (i.e. dialog framework) or proxy layer. PJSIP_MOD_PRIORITY_APPLICATION
is the suggested value for typical application modules, when they want to utilize
transactions and dialogs.

1.2.3 Incoming Message Processing by Modules

When incoming message arrives, it is represented as receive message buffer
(struct pjsip_rx_data, see section 4.1 “Receive Data Buffer”). Transport
manager parses the message, put the parsed data structures in the receive
message buffer, and passes the message to the endpoint.
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The endpoint distributes the receive message buffer to each registered module by
calling on_rx_request() Or on_rx_response () callback, starting from module with
highest priority (i.e. lowest priority number) until one of them returns non-zero.
When one of the module has returned non-zero, endpoint stops distributing the
message to the remaining of the modules, because it assumes that the module
has taken care about the processing of the message.

The module which returns non-zero on the callback itself may further distribute
the message to other modules. For example, the transaction module, upon
receiving matching message, will process the message then distributes the
message to its transaction user, which in itself must be a module too. The
transaction passes the message to the transaction user (i.e. a module) by calling
on_rx_request() OF on_rx_response () Callback of that module, after setting the
transaction field in the receive message buffer so that the transaction user
module can distinguish between messages that are outside transactions and
messages that are inside a transaction.

The following diagram shows an example of how modules may cascadely call
other modules.

MODULE MODULE MODULE MODULE

ENDPOINT

Event Subscriptn.

(SIMPLE) rdata  APPLICATION

["rdata | TRANSACTION | rdata DIALOG rdata

Figure 4 Cascade Module Callback

1.2.4 Outgoing Message Processing by Modules

When pjsip_transport_send() is called to send a message, transport manager
calls on_tx_request() Or on_tx_response () for all modules, starting with modules
with lowest priority (i.e. highest priority number). When these callbacks are
called, the message may have or have not been printed to contigous buffer.
Modules with priority higher than PJSIP_MOD_PRIORITY_TRANSPORT_LAYER (i.e.
has lower priority number) will receive the message after it has been printed to
contigous buffer, while modules with lower priority receive the message before it
has been printed to contigous buffer.

If modules want to modify the message structure before it is printed to buffer,
then it must set its priority number higher than transport layer priority. If
modules want to see the actual packet bytes as they are transmitted to the wire
(e.g. for logging purpose), then it should set its priority number to lower than
transport layer.

In all cases, modules MUST return PJ_SUCCESS for the return value of these
callbacks. If modules return other error codes, the transmission will be cancelled
and the error code is returned back to pjsip_transport_send() caller.

1.2.5 Transaction User and State Callback

A special callback in the module definition (on_tsx state) is used to receive
notification from a particular transaction when transaction state has changed.
This callback is unique because transaction state may change because of non-
message related events (e.g. timer timeout and transport error), and this
callback is called for any changes in the transaction’s state (e.g. because of
transmission or receipt of messages, timeout, transport error, etc).

This callback will only be called after the module has been registered as
transaction user for a particular transaction. Only one transaction user is allowed
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per transaction. Transaction user can be set to transaction on per transaction
basis.

Normally when a transaction is created within a dialog, then the transaction user
will be the UA layer on behalf of a particular dialog. But when applications work
on top of the transaction layer directly, they may set themselves as the
transaction user.

1.2.6 Module Specific Data

Some PJISIP components have a container where modules can put module specific
data in that component. This container is named as mod_data by convention, and
is an array of pointer to void, which is indexed by the module ID.

For example, an incoming packet buffer (pjsip_rx_data) has the following
declaration for module specific data container:

struct pjsip_rx data
{
struct {
void *mod_data [PJSIP_MAX_MODULE] ;
} endpt info;

Code 3 Module Specific Data

When an incoming packet buffer (pjsip_rx data) is passed around to modules, a
module can put module specific data in the appropriate index in mod data, so that
the value can be picked up later by the module or by application. For example,
the transaction layer will put the matching transaction instance in the mod_data,
and user agent layer will put the matching dialog instance in the mod_data too.
Application can retrieve the value calling pjsip_rdata get tsx() or
pjsip_rdata_get dlg(), which is a simple array lookup function as follows:

// This code can be found in sip transaction.c
static pjsip_module mod_ tsx layer;

pJjsip_transaction *pjsip rdata get_tsx(pjsip_rx_data *rdata)
{

return rdata->endpt info.mod data[mod tsx layer.id];

}

Code 4 Accessing Module Specific Data

1.2.7 Callback Summary

The following table summarizes the occurrence of an event and the triggering of
particular callbacks. The on_tsx_state() callback will of course only be called
when application has chosen to process a request statefully.
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on_rx request() OF

query failure, transport failure)

Event on_rx_response () on_tsx_state()

Receipt of new requests or responses Called Called
Receipt retransmissions of requests or Called ONLY when

priority number is lower Not Called
responses. : 1

than transaction layer
Transmission of new requests or responses. Not Called Called
Retransmissions of requests or responses. Not Called Not Called
Transaction timeout Not Called Called
Other transaction failure events (e.g. DNS Not Called Called

Figure 5 Callback Summary

1.2.8 Sample Callback Requirements for Applications

The following table summarizes the requirements for the callbacks for each logical
type of applications. Note that any of these logical applications may co-exist in a
single physical/executable program, and practically it’s application’s decision to
invoke the appropriate logical functionalities or whether to work statefull or
statelessly. This decision is made on per request basis.

Application Requirements
Stateless proxies need to receive:
Stateless 0 alli ) ¢
Proxies ) a .|ncom.|ng requests.
2) al incoming responses.
Statefull proxies need to receive:
Statefull 1) new incoming requests (i.e. that are not attached to any transactions).
Proxies 2) all responses received by a transaction, and

3) any other transaction events (e.g. DNS failure, timeout, transport error).

Server

Statefull/les Registrar servers need to receive:
s Registrar 1) all incoming REGISTER requests.

Typical UA applications need to receive:

1) incoming requests that are not attached to any transactions.
UA 2) all requests that belong to the dialog.

3) all incoming responses associated with the dialog and any other transaction
events (e.g. timeout, transport error).

Figure 6 Sample Callback Requirements

! This is because the matching transaction prevents the message from being distributed further (by
returning PJ_TRUE) and it also does NOT call TU callback upon receiving retransmissions.
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1.2.9 Sample Callback Diagrams

Incoming Message Outside Transaction and Outside Dialog

The processing is as follows:

1) Transport manager (pjsip_tpmgr) passes
APPLICATION all received messages to endpoint (after
on_rx xxx() parsing the message).
. A 2) Endpoint (pjsip_endpt) distributes the
Dialog DIALOG message to all registered callbacks. First
Hash Table in the callback list is transaction layer.

Endpoint lookup the message in
(4) lookup /y USER AGENT transaction table, and couldn't find a

not found G ) matching transaction.

(5) rdata 3) Endpoint distributes the message to next
callback in the list, which is user agent.

RANSACTION 4) User agent lookup the message in

Transaction (3) rdata dialog’_s has_h table and couldn't find

Hash Table | matching dialog.

5) Endpoint continues distributing the

(2) lookup /) ENDPOINT message to next registered callbacks

not found ~ | &ndpt_transport_callback() until it reaches application. Application
*(1) rdata processes the message (e.g. create UAS

transaction, or proxy the request, or
TRANSPORT MANAGER create dia|og, etcl)

Figure 7 Processing of Incoming Message
Outside Transaction/Dialog

Incoming Message Inside Transaction

The processing is as follows:

1) Transport manager (pjsip_tpmgr) passes

A
(5) rdata +tsx +dlg T all received messages to endpoint (after
| (7) notify dialog state parsing the message).
DIALOG/APPLICATION 2) Endpoint (pjsip_endpt) distributes the
message to all registered callbacks. First
Dialog on_nxx() on_tsx_state() in the callback list is transaction layer.
Hash Table Endpoint lookup the message in
transaction table, and found a matching
USER AGENT transaction.
(6) notify state 3) Endpoint distributes the message to the
(4) rdata +tsx | transaction. Because transaction’s
1 callback returns non-zero, endpoint does
TRANSACTION not distribute the message to the rest of
. on_rx_xxx() the registered callbacks.
-:aa:ﬁ?r(:::l): f(3) rdata 4) The transaction processes the response
(e.g. updates the FSM). If the message is
a retransmission, the processing stops
(-2%3?;%“{) -/-> endpt_tranfp':d'_)czga{ﬂ;r here. Otherwise transaction then passes
’ the message to it’s transaction user (TU),
f(1) rdata which can be a dialog or application.
TRANSPORT MANAGER 5) If the TU is a dialog, the dialog processes
the response then pass the response to
it's dialog user (DU, e.g. application).
- - - 6) If the arrival of the message has changed
Figure 8 Processing of Incoming Message transaction’s state, transaction will notify
Inside Transaction it’s TU about the new state.

7) If TUis a dialog, it may further notify
application about dialog’s state changed.
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Incoming Message Inside Dialog but Outside Transaction

The processing is as follows:

APPLICATION 1) Transport manager (pjsip_tpmgr) passes
on_rx_xxx() all received messages to endpoint (after
—— parsing the message).
$(6) msg 2) Endpoint (pjsip_endpt) distributes the
message to all registered callbacks. First
. DIALOG in the callback list is transaction layer.
Dialog Endpoint lookup the message in
Hash Table f (5) msg transaction table, and couldn’t find a
matching transaction.
@(_4) 1o_o_kyp_/_> ::serz‘x(l)'\GENT 3) Endpoint distributes the message to next
found ! - modules in the list, until it reaches user

agent module.
4) The user agent module looks-up the

RANSACTION owning of the message in dialog’s hash
Transaction (3) msg table and found a matching dialog.
Hash Table | 5) The user agent module passes the
message to the appropriate dialog.
2) lookup / ENDPOINT .
(.).t.f- L % AT 6) The dialog processes the message,
notoun updates it's state etc, and notify the

A1) msg
TRANSPORT MANAGER

application.

Figure 9 Processing of Incoming Message
Inside Dialog but Outside Transaction

1.3 Module Management

&

Modules are managed by PJSIP’s endpoint (pjsip_endpoint). Application MUST
register each module manually to endpoint so that it can be recognized by the
stack. Application can register or unregister module at any time during
application’s life-time, although it is recommended to register module only during
startup and to unregister module only during application exit.

All PJSIP modules can be registered/unregistered dynamically at anytime during application’s
lifetime. However by doing so, it may severely change the handling of messages. For example, when
transaction module is unregistered, application may receive strayed responses that are no longer
associated with any transactions.

1.3.1 Module Management API

M‘.

R‘N"

The module management API are declared in <pjsip/sip_endpt.h>.

pj_status_t pjsip_endpt register_ module( pPjsip_endpoint *endpt,

pPjsip_module *module );
Register a module to the endpoint. The endpoint will then call the load and
start function in the module to properly initialize the module, and assign a
unique module ID for the module.

pj_status_t pjsip _endpt unregister module( pJjsip_endpoint *endpt,

pjsip_module *module ) ;

Unregister a module from the endpoint. The endpoint will then call the
stop and unload function in the module to properly shutdown the module.
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Chapter 2:Message Elements

2.1 Uniform Resource Indicator (URI)

The Uniform Resource Indicator (URI) in PJSIP is modeled pretty much in object
oriented manner (or some may argue it's object based, not object oriented).
Because of this, URI can be treated uniformly by the stack, and new types URI
can be introduced quite easily.

2.1.1 URI “Class Diagram”

The following diagram shows show the URI objects are designed.

pjsip_uri

Attributes:

Operations:
const pj_str_t pjsip_uri_get_scheme(uri);
pjsip_uri* pjsip_uri_get_uri(uri);
pj_status_t pjsip_uri_cmp(uril, uri2);
int pjsip_uri_print(context, uri, buf, maxlen);
pjsip_uri *pjsip_uri_clone(uri);

New types of URI can be defined
pjsip_sip_uri pjsip_tel_uri pjsip_name_addr

Attributes: Attributes: Attributes: >

user, passwd, host, port, user_param, number, context, ext_param, isub_param, uri, display

method_param, transport_param, ttl_param, other_param

Ir_param, maddr_param, other_param, Operations:

header_param Operations: pjsip_name_addr *

pjsip_tel_uri *pjsip_tel_uri_create(pool); pjsip_name_addr_create(pool);

Operations:

pjsip_sip_uri *pjsip_sip_uri_create(pool,secure);

void pjsip_sip_uri_init(uri, secure);

void pjsip_sip_uri_assign(pool, dst_uri, src_uri);

Figure 10 URI “Class Diagram”

More information on each objects will be described in next sections.

2.1.2 URI Context

URI context specifies where the URI is being used (e.g. in request ling, in
From/To header, etc.). The context specifies what URI elements are allowed to
appear in that context. For example, transport parameter is not allowed to appear
in From/To header, etc.

In PJSIP, the context must be specified when printing the URI to a buffer and

when comparing two URIs. In this case, the parts of URI that is not allowed to
appear in the specified context will be ignored during printing and comparison
process.

enum pjsip_uri_context e
{
PJSIP_URI_IN REQ URI, // The URI is in Request URI.
PJSIP_URI_IN FROMTO_ HDR, // The URI is in From/To header.
PJSIP_URI_IN CONTACT HDR, // The URI is in Contact header.
PJSIP_URI_IN ROUTING HDR, // The URI is in Route/Record-Route header.
PJSIP_URI_IN OTHER, // Other context (web page, business card, etc.)

Code 5 URI Context
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2.1.3 Base URI

The pjsip_uri structure contains property that is shared by all types of URI.
Because of this, all types of URI can be type-casted to pjsip uri and manipulated
uniformly.

struct pjsip_uri
{

pjsip uri vptr *vptr;
bi

Code 6 Generic URI Declaration

The pjsip_uri_vptr specifies “virtual” function table, which members will be
defined by each type of URI. Application is discouraged from calling these
function pointers directly; instead it is recommended to use the URI API because
they are more readable (and it saves some typings too).

struct pjsip_uri_vptr
{
const pj_str_t* (*p_get_scheme) ( const pjsip_uri *uri);
pjsip urix (*p_get_uri) pjsip uri *uri);
int (*p_print) ( pjsip uri context e context,
const pjsip_uri *uri,
char *buf, pj size t size);
pj_status t (*p_compare) ( pjsip uri context e context,

const pjsip uri *uril, const pjsip uri *uri2);
pjsip uri * (*p_clone) ( pj_pool t *pool, const pjsip uri *uri);

Code 7 URI Virtual Function Table

The URI functions below can be applied for all types of URI objects. These
functions normally are implemented as inline functions which call the
corresponding function pointer in virtual function table of the URI.

const pj_str t* pjsip uri get scheme( const pjsip_uri *uri );
” o\

Get the URI scheme string (e.g. “sip”, “sips”, “tel”, etc.).

pPjsip_uri* pjsip uri_get uri( pjsip_uri *uri );
Get the URI object. Normally all URI objects will return itself except name
address which will return the URI inside the name address object.

pj_status_t pjsip uri_cmp( pjsip_uri_ context_e context,
const pjsip_uri *uril,
const pjsip_uri *uri2);
Compare uril and uri2 according to the specified context. Parameters
which are not allowed to appear in the specified context will be ignored in
the comparison. It will return PJ_SUCCESS is both URIs are equal.

int pjsip_uri print( pPjsip_uri_context e context,
const pjsip_uri *uri,
char *buffer,
pPj_size_t max_size);
Print uri to the specified buffer according to the specified context.
Parameters which are not allowed to appear in the specified context will
not be included in the printing.
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Create a deep clone of uri using the specified pool.

2.1.4 SIP and SIPS URI

The structure pjsip_sip_uri represents SIP and SIPS URI scheme. It is declared
in <pjsip/sip_uri.h>.

{

pj_str t
pj_str t
pj_str t
int
pj_str t
pj_str t
pj_str t
int

int
pj_str t
pjsip param
pjsip_param

struct pjsip_sip uri

pisip uri vptr *vptr;

user;
passwd;

host;

port;
user_param;
method param;
transport_param;
ttl param;

1r param;
maddr_param;
other param;
header_ param;

Pointer to virtual function table.

Optional
Optional

user part.
password part.

Host part, always exists.

Optional
Optional
Optional
Optional
Optional
Optional
Optional

port number, or zero.
user parameter

method parameter.
transport parameter.

TTL param, or -1.

loose routing param, or O
maddr param

Other parameters as list.

Optional

header parameters as list.

Code 8 SIP URI Declaration

The following functions are specific to SIP/SIPS URI objects. In addition to these
functions, application can also use the base URI functions described in previous
section to manipulate SIP and SIPS URI too.

Pjsip_sip uri* pjsip sip uri_create( pj_pool_t *pool, pj bool t secure );
Create a new SIP URL using the specified pool. If the secure flag is set to

non-zero, then SIPS URL will be created. This function will set vptr

member of the URL to SIP or SIPS vptr and set all other members to blank

value.

void pjsip_sip uri_init( pjsip_sip uri *url, pj_bool_t secure );

Initialize a SIP URL structure.

void pjsip_sip_ uri_assign( pj_pool_t *pool,
pjsip_sip_uri *url,

const pjsip_sip uri *rhs );
Perform deep copy of rhs to url.

2.1.5 Tel URI

The structure pjsip_tel uri represents tel: URL. It is declared in
<pjsip/sip_tel_uri.h>.

{

pj_str t

struct pjsip_tel uri

pjsip uri vptr *vptr;

number;

// Pointer to virtual function table.
// Global or local phone number
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pj _str t context; // Phone context (for local number).
pj_str t ext_param; // Extension param.
pj _str t isub_param; // ISDN sub-address param.
pjsip param other_param; // Other parameters.
bi

Code 9 TEL URI Declaration

The functions below are specific to TEL URI. In addition to these functions,
application can also use the base URI functions described in previous section for
TEL URI too.

pjsip_tel uri* pjsip tel uri_ create( pj_pool_t *pool );
Create a new tel: URL.

int pjsip_tel nb cmp( const pj_str_t *nbl, const pj_str t *nb2 );
This utility function compares two telephone numbers for equality,
according to rules specified in RFC 3966 (about tel: URI). It recognizes
global and local numbers, and it ignores visual separators during the
comparison.

2.1.6 Name Address

A name address (pjsip_name_addr) does not really define a new type of URI, but
rather encapsulates existing URI (e.g. SIP URI) and adds display name.

struct pjsip_name_ addr

{

pjsip uri vptr *vptr; // Pointer to virtual function table.
pj_str_t display; // Display name.
pisip uri *uri; // The URI.

}i

Code 10 Name Address Declaration

The following functions are specific to name address URI object. In addition to
these functions, application can also use the base URI functions described before
for name address object too.

pPjsip_name_addr* pjsip name addr_create( pj_pool_t *pool );
Create a new name address. This will set initialize the virtual function table
pointer, set blank display name and set the uri member to NULL.
void pjsip_name_addr_assign( pj_pool_t *pool,
pPjsip_name_addr *name_addr,
const pjsip_name_addr *rhs );

Copy rhs to name_addr.

2.1.7 Sample URI Manipulation Program

#include <pjlib